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Dear SHIPM User:

| am delighted to welcome you to the California Statewide Health Information Policy Manual
(SHIPM) user community.

This manual was developed and is maintained by the California Health and Human Services
Agency’s Office of Health Information Integrity (CalOHIl).

The SHIPM is an important tool that helps CalOHII fulfill its statutory responsibility to provide
statewide leadership, coordination, direction, and oversight of the Health Insurance Portability
and Accountability Act (HIPAA) implementation and compliance, including the setting of
statewide policy.

Our goal in providing this manual is to offer state departments a resource that:

e Provides departments guidance on how to protect patient privacy while promoting
coordinated care,

e Promotes uniform interpretation and application of health information laws including
those relating to security, patients’ rights, and transactions and code sets, and

e Helps state entities avoid fines and sanctions resulting from unauthorized disclosures of
health information.

State entities including all state departments, boards, commissions, programs, and
other organizational units of the executive branch of state government that are required
to comply with the HIPAA must comply with the California SHIPM policies.

For entities not defined by HIPAA as covered entities or business associates, the California
SHIPM serves as guidance for voluntary compliance. These entities may find themselves
impacted by HIPAA due to receipt, access, storage, transmission, disclosure, or usage of
health information.

State entities are also responsible to know and comply with other legal requirements unique to
each state entity and ensure that those provisions are included in the state entity’s own
policies and procedures, if not already addressed in the SHIPM.

The manual provides direction to help staff working with health information become and remain
compliant with HIPAA, as well as other state and federal privacy laws including, but not limited
to, the Confidentiality of Medical Information Act (CMIA), the Information Practices Act (IPA),
the Lanterman-Petris-Short Act (LPS), the Lanterman Developmental Disabilities Act, the
California Penal Code, the California Health and Safety Code, the Patients Access to Health
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Records Act (PAHRA), the Genetic Information Nondiscrimination Act (GINA), the California
State Administrative Manual (CA SAM), and the National Institute of Standards and
Technology (NIST).

CalOHIl, with our state department partners, has ensured vigorous legal review of each policy.
Preemption analysis was built into the development and review of each policy. If departments
impacted by HIPAA (and related laws) follow the SHIPM tenets to develop and manage
department-specific policies and procedures, they will be in compliance with HIPAA, and the
other state and federal laws referenced in the policies.

CalOHII will conduct statutorily-required compliance reviews based on the policies in this
manual. Each department impacted by HIPAA and related laws should ensure its internal
policies and procedures align with the standards and requirements in the SHIPM.

Finally, we welcome your feedback on the manual. The SHIPM is intended to be a useful,
living document that provides on-going guidance and support to HIPAA-impacted state
departments. We expect it to be an ongoing, well-used and well-trusted resource. To ensure
the SHIPM’s ongoing effectiveness, please send any recommended changes to CalOHII for
consideration at OHIcomments@ohi.ca.gov.

Sincerely,

Elaine Scordakis, MS
Assistant Director
California Office of Health Information Integrity


mailto:OHIcomments@ohi.ca.gov
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How to Use this Manual

Legal Review:

This manual is intended to be a guide for use by those implementing and maintaining
department policies relating to health information. The vast majority of policies require no
additional legal review prior to implementation and incorporation into each department’s own
policies and procedures. There are several exceptions noted below.

Due to their complex nature, the following policies contain language recommending additional
review and interpretation by each department’s legal department for guidance in
implementation and maintenance of operational policies and procedures:

Chapter 2: Privacy — Uses and Disclosures — Employers

Chapter 2: Privacy — Uses and Disclosures — Judicial and Administrative Proceedings
Chapter 2: Privacy — Uses and Disclosures — Law Enforcement

Chapter 2: Privacy — Uses and Disclosures — Research

Chapter 2: Privacy — Specially Protected Information — HIV/AIDS Information
Chapter 2: Privacy — Specially Protected Information — Mental Health Records
Chapter 2: Privacy — Specially Protected Information — Substance Use Disorder
Treatment

Chapter 2: Privacy — Specially Protected Information — Developmental Services
Records

Chapter 2: Privacy — Specially Protected Information — Psychotherapy Notes
Chapter 2: Privacy — Patient’s (Personal) Representative — Patient’s (Personal)
Representative

Chapter 3: Security — Administrative Safeguards — Verification of ldentity

Chapter 4: Administrative - Administrative Requirements — Sanctions for Violation
Chapter 4: Administrative - Business Associates - Business Associate Agreement

SHIPM (rev 6/2017)
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How to Navigate this Document:

Each policy is linked to the Table of Contents. Simply Click to go directly the policy from
the Table of Contents.
Definitions: Definitions associated with the SHIPM policies, are included in the last
section of this document. The first time they are used in a policy, words and phrases
that have SHIPM definitions are hyperlinked to the corresponding definition. The
definitions will include the source, citation, and the majority are based on statute.
However, definitions might differ from what is familiar because they may include
elements of HIPAA, state, and other federal law.

o All forms of the word are included under one definition (e.g., patient, patients,

and patient’s would all be listed under “patient” in the definitions)

Attachments: Attachments to policies on the SHIPM webpage are included as separate
documents. Attachment file names on the SHIPM webpage include the policy number
for easy reference.

SHIPM (rev 6/2017)
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How to Navigate the SHIPM Document in Adobe Acrobat or the free Adobe Reader:

e Please download the SHIPM Document and use either Adobe Acrobat Xl| or the free
Adobe Reader.

e To make navigation within the SHIPM document easier a table of contents is included
that can be clicked and it will take you directly to the desired Policy.

!, &
+ N

e To return to the table of contents you will need to click and you will be

returned to the table of contents.

e Also within the SHIPM document are terms that linked to the definitions at the back of
the document. To return to the policy you had clicked from you

+ ==y

will need to click and you will be returned to previous location.

. B
To return to a previously clicked location use the + —

SHIPM (rev 6/2017)
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How to Interpret Lists of Items (numbered, lettered, or bulleted):

In the absence of any language to the contrary, assume that it is a list of “OR” items and that
the direction applies to each of the items independently.

For example, in the following list, the reader must disclose for any of the following reasons.
Health information shall be disclosed under the following circumstances:
a. By a court pursuant to an order of that court

b. By a board, commission, or administrative agency pursuant to an investigative
subpoena

c. By a search warrant lawfully issued to a governmental law enforcement agency

In this example, the reader must disclose health information if requested by a court order OR a
subpoena OR a search warrant.
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Topic Format:

The format of each chapter and section is consistent from topic to topic. The following
summarizes how each policy topic is organized:

VI.

Purpose

This section briefly states why this policy has been included in the manual and its intended
function.

. Policy

This section contains a clear and explicit general policy statement. Most often, this policy
language applies equally to all covered entities, inside or outside state service. Any
provisions specific only to state entities are documented in this section.

Implementation Specifics

This section provides more specific details on implementing the policy. Occasionally, state
entities have additional restrictions or responsibilities beyond those of non-state covered
entities due to the Information Practices Act (IPA) or other statutes. These details are
identified in this section.

References

This section lists legal citations upon which this policy is based. This includes not only
HIPAA, CMIA, California IPA (CA IPA), California Health and Safety Code (CA Health and
Safety Code), California Welfare and Institutions Code (CA Welfare and Institutions Code),
but also the California State Administrative Manual (CA SAM), National Institute of
Standards and Technology (NIST), and other applicable rules.

Related Policies

This section identifies related policies, which may help clarify or amplify the current policy.
Referenced policies are presented with the SHIPM chapter number and policy name (for
example SHIPM Chapter 4 — Policies and Procedures).

Attachments

This section lists any documents related to the policy.

SHIPM (rev 6/2017)
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Chapter 1 - Overview
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Chapter: 1 - Overview

Section: 1.1.0 — CalOHII Authority

1.1.1 — CalOHIlI Authority

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To summarize the authority and responsibilities of the California Office of Health
information Integrity (CalOHII) and ensure full and proper implementation and oversight of
the federal Health Insurance Portability and Accountability Act (HIPAA) and related state
and federal laws.

CalOHII’'s authority is the basis for this Policy Manual.

Policy

California law requires CalOHII to provide statewide leadership, coordination, policy
formation, direction, and oversight for HIPAA implementation, including compliance.
CalOHII must also exercise full authority over state entities to establish policy, provide
direction, monitor progress, and report on implementation efforts. CalOHIlI's mandate to
provide uniform implementation of HIPAA includes the authority to conduct preemption
analyses and set policy based on the results of the analyses.

State entities are responsible for complying with the policies outlined in the California
Statewide Health Information Policy Manual (SHIPM). State entities must cooperate with
CalOHII's implementation and compliance efforts, provide documentation or information
upon request in the format requested, and assist in periodic statewide assessments to
determine which state entities are impacted by HIPAA. State entities must comply with the
decisions of CalOHII's Director regarding implementation and compliance with HIPAA
standards.

Implementation Specifics

A. CalOHII Statutory Authority. CalOHlIl is required to:
1. Specify tools, such as protocols for assessment and reporting.

2. Develop uniform policies and provide training on privacy, security, patient rights,
transactions and code sets, and other matters related to HIPAA. These policies
must be adopted and implemented by state entities. The policies are also intended
to provide a clear understanding of law for state entities that have oversight of other
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impacted organizations (such as: state, county, and private-sector), so
implementation and enforcement is consistent and accurate.

3. Provide ongoing evaluation of HIPAA implementation in California state
departments and to refine plans, tools, and policies as required.

4. Develop standards for state and federal health information law compliance reviews
of state departments.

5. Represent the State of California in HIPAA discussions with the U. S. Department of
Health and Human Services (HHS) and national and regional groups developing
standards.

6. Monitor the HIPAA implementation activities of state entities and require these
entities to report on their implementation activities.

7. Provide state entities with technical assistance.

Establish and maintain a public website to provide information in a clear, consistent
format concerning state HIPAA implementation activities.

9. Provide the Department of Finance with recommendations on HIPAA
implementation and compliance expenditures, including proposals submitted by
state entities.

10. Conduct periodic assessments, at least once every three years, to determine
whether staff positions established in the office and in other state entities to perform
HIPAA compliance activities continue to be necessary or whether additional staff
positions are required to complete these activities.

11. Review and approve contracts related to HIPAA to which a state entity is a party,
prior to the contract's effective date (prior to execution signatures).

12. Review and approve all legislation that is related to administrative aspects of
HIPAA, proposed by state entities and review all analyses and positions on HIPAA-
related legislation being considered by either the Congress or the Legislature.

13. Ensure state departments claim federal funding for those activities that qualify.

B. Preemption. CalOHIl is responsible for leadership, coordination, direction, and
oversight regarding HIPAA preemption analyses including determining which statutory
requirements apply and setting policy based upon this determination. State entities
impacted by HIPAA, at the direction of CalOHII, must assist in completing HIPAA
preemption analyses.

SHIPM (rev 6/2017) 1.1.1 — CalOHII Authority Page 13
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V. References
CA Health and Safety Code 88§ 130300-130317

V. Related Policies

SHIPM Chapter 2 — Privacy
SHIPM Chapter 3 — Security
SHIPM Chapter 4 — Administrative
SHIPM Chapter 5 — Patient Rights

VI. Attachments

None

SHIPM (rev 6/2017) 1.1.1 — CalOHII Authority
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Chapter: 1 - Overview

Section: 1.2.0 — State Agency Responsibility

1.2.1 - State Agency Responsibility

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

|. Purpose

To provide guidance regarding state entity responsibilities, relating to the policies in the
State Health Information Policy Manual (SHIPM).

II. Policy

State entities are required to comply with all SHIPM policies and to incorporate the
provisions into their own policies and procedures.

lll. Implementation Specifics

State entities are responsible to:

A.

Know legal requirements unique to each state entity and ensure that those provisions
are included in the state entity’s own policies and procedures, if not already addressed
in the SHIPM.

Incorporate the protections, provisions, and requirements of the SHIPM into the state
entity’s own policies and procedures.

Establish procedures describing when to engage legal staff on activities related to
specific SHIPM policies, particularly those policies that advise consulting legal counsel.

Provide workforce training on SHIPM policies as incorporated into individual state entity
policies and procedures as appropriate based on the workforce member’s role and
responsibilities.

. Provide feedback and comments to California Office of Health information Integrity

(CalOHIl) regarding SHIPM policies, notices of proposed rule-making, other documents
or activities related to Health Insurance Portability and Accountability Act (HIPAA)
implementation, compliance, and other state and federal health information privacy and

security laws.
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F. Respond in a timely and complete manner to all activities undertaken to assess and
ensure implementation and compliance with SHIPM policies. Responses shall include,
but are not limited to:

1. Assisting in periodic statewide assessments
2. Assisting in and partnering with periodic compliance reviews
3. Providing documentation or information upon request in the format requested

G. Comply with the decisions of the CalOHII director in achieving compliance with state
and federal health information privacy and security laws.

H. In addition to complying with SHIPM, state entities must also comply with their own
program(s) information security and privacy policies, standards and procedures, as well
as those issued by the California Information Security Office (CISO), and the California
State Administrative Manual (SAM).

References

CA Government Code § 11549.3
CA Health and Safety Code

§ 130303
§ 130306
§ 130310
§ 130311
§ 130311.5
§ 130313

CA SAM 88 5300 — 5365.3
NIST SP 800-53

Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Privacy

SHIPM Chapter 3 — Security

SHIPM Chapter 4 — Administrative
SHIPM Chapter 5 — Patient Rights

Attachments

None
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Chapter 2 — Privacy
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Chapter: 2 - Privacy

Section: 2.1.0 — Authorizations

2.1.1 — Authorizations

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes X No [J

|. Purpose

To provide guidance regarding the circumstances when an authorization for the use and
disclosure of health information is required from the patient and what must be included in
the authorization.

II. Policy

Policies and procedures must be implemented and maintained which outline requirements
for when a patient authorization is needed and what must be included.

lll. Implementation Specifics

A. Health information can be used or disclosed without authorization for certain specific
purposes (see the “Related Policies” section for specifics).
All other uses and disclosures of health information require prior authorization from the
patient.

B. When an authorization is received, uses and disclosures of health information, for the
purpose listed in the authorization, are permitted.

C. The authorization must be written in plain language, and printed in 14-point font. This
means that authorizations should be written at an appropriate grade level that most
adults can understand.

D. An authorization must include the following to be valid:
1. A specific description of the health information to be disclosed.

2. The types of information listed below must be expressly stated in authorizations:
a. HIV/AIDS test results
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b. Mental health records

c. Genetic test results

d. Substance use disorder treatment records

If a state entity is unclear regarding what health information is covered by the
authorization, it must clarify the request prior to disclosing any information.

3. The name or other specific identification of the person(s) or class of persons
requesting the health information.

4. The name or other specific identification of the person(s) or class of persons to
whom the health information will be disclosed.

5. The purpose for the use or disclosure.

a. If the patient initiates the authorization, the statement “at the request of the
patient” or similar language that indicates the patient’s wishes is sufficient
description of the purpose.

b. When someone other than the patient initiates the authorization, the purpose for
the use or disclosure of health information must be clear enough to limit use or
disclosure to the extent necessary to accomplish the stated purpose.

6. An expiration identified by a date or an event (e.g., end of hospitalization). When an
authorization is signed by a parent, the expiration date of the authorization may be
the date the minor reaches age 18.

7. Signature of the patient and date signed. If the authorization is signed by a patient
representative, a description of the representative's authority to act for the patient
must also be provided.

8. Statement that the patient has the right to modify or revoke the authorization in
writing, directions on how the patient can do so, and exceptions to the right to
revoke.
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9. Statement advising the patient of his/her right to receive a copy of the authorization.

10. Statement that treatment, payment, enrollment, or eligibility for benefits cannot be
conditioned upon patient authorization.

11. HIPAA required statement. Health information disclosed through the authorization
may be subject to re-disclosure and is no longer protected if it is disclosed to
anyone other than a covered entity.

Note: This statement is required by HIPAA even though state entities may not
further disclose health information unless through an exception or additional
authorization.

E. Requirements for handling and processing authorizations.

1. Modification or revocation of authorizations. A patient may modify or revoke an
authorization at any time in writing. Once notice is received, state entities are
responsible for modifying or revoking the authorization based on the patient’s
request.

2. Compound authorizations. An authorization for use or disclosure of health
information may not be combined with any other document to create a compound
authorization.

3. Defective (non-valid) authorizations. An authorization is not valid if the document
has any of the following defects:

a. The expiration date has passed

b. The required elements have not been filled out completely

c. The authorization is known by the state entity to have been revoked
d

The authorization violates state or federal law on compound authorizations
and/or the prohibition on conditioning of authorizations

e. Any material information in the authorization is known by the state entity to be
false

F. Documentation retention. A state entity must retain any authorization, modifications or
revocations applied to authorizations for a minimum of six (6) years from date of
request.
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V. References

42 CIF.R.§2.31

45 C.F.R.

e 88164.502(b) — (b)(2)(iii)
e 8§164.508

e 8§164.508(b)(2)

e 8§8164.508(b)(6)

e 88164.508(c)(1) — (c)(3)
e 8164.524(c)(3)

e 8§164.530(i)(1)

CA Civil Code

e 8856.10-56.15

e §56.17

e 8§56.37

CA Health and Safety

e 811845.5(c)(4)

e §123115(b)

e 8§120980(g)

e §120980()

CA Welfare and Institutions
e 8§4514(b)

e 8§4514(d)

e §5328

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Uses and Disclosures
SHIPM Chapter 2 — Minimum Necessary

VI. Attachments

Yes — Authorization for Release of Information (Template)
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.1 — Decedents

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To provide guidance regarding the privacy rights of deceased patients (decedents) and the
requirements to protect the decedent’s health information.

. Policy

Health information of decedents must be protected by all the same safeguards as that of
living persons.

Genetic information, HIV/AIDS related information, Mental Health records, Substance Use
Disorder treatment records, Developmental Service records and Psychotherapy notes are
types of Specially Protected Health Information - see SHIPM Chapter 2, Specially
Protected Information.

Implementation Specifics

A. State entities are responsible to:

1. Protect the health information of decedents in the same manner, and to the same
extent, as required for the health information of living persons. However, the
obligation to protect the health information of decedents is limited to a period of 50
years following the date of the patient’s death. After that, the information about the
decedent is no longer considered health information.

2. Treat executors, administrators or other persons having the authority to act on
behalf of decedents or their estates, as the decedents’ patient representative, and
provide them access to the decedents’ health information.

However, such access to health information must be limited to that which is relevant
to the authority of each patient representative based on decision by the covered
entry or business associate.

3. Obtain an authorization from a patient representative of decedent for uses or
disclosures of decedent’s health information not otherwise permitted (see below).
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B. Permitted disclosures of a decedent’s health information:

1. To alert law enforcement to the death of the patient when there is a suspicion that
death resulted from criminal conduct.

2. To coroners or medical examiners and funeral directors upon request.
3. Forresearch that is solely on the health information of the decedent.

4. To organ procurement organizations or other entities engaged in the procurement,
banking, or transplantation of cadaveric organs, eyes, or tissue for the purpose of
facilitating organ, eye, or tissue donation and transplantation.

Exceptions to the permitted disclosures of decedent’s health information. Please see
SHIPM Chapter 2, Specially Protected Information.

V. References

45 C.F.R.

e §164.502(f)

e 8164.502(9)(4)

e §8164.512(f)(4)

e 8164.512(9)

e 8164.512(h)

e 8§164.512(i)(1)(iii)
CA Civil Code

e §856.10(b)(8)

e 856.10(c)(13)

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Authorizations

SHIPM Chapter 2 — Breach and Breach Notification
SHIPM Chapter 2 — Law Enforcement

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 2 — Organ Procurement

SHIPM Chapter 2 — Patient’s (Personal) Representative
SHIPM Chapter 2 — Psychotherapy Notes

SHIPM Chapter 2 — Research
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SHIPM Chapter 2 — Required by Law and Required Disclosures
SHIPM Chapter 4 — Policies and Procedures

SHIPM Chapter 4 — Business Associate Agreement

SHIPM Chapter 5 — Notice of Privacy Practices

VI. Attachments

None
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Chapter: 2 — Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.2 - Employers

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To describe the permitted circumstances and required notices that must be provided when
health information is disclosed to an employer about a member of the employer’s
workforce.

II. Policy

Health care providers may disclose the minimum necessary health information, with a valid
authorization from the patient, to an employer about a member of the employer’s workforce,
or to itself, as an employer for one of its workforce members.

lll. Implementation Specifics

A. State entities are permitted to disclose health information to an employer about a
member of the employer’s workforce if one of the following conditions are met:

1. A valid authorization has been obtained from the workforce member (see SHIPM
Chapter 2, Authorizations), or

2. For payment for health care services. Health information may be disclosed:

a. To an employer that is not a state agency for payment purposes

b. To a state agency, for payment purposes if the transfer is necessary for the
other state entity to perform constitutional or statutory duties

There is an exception to these permitted disclosures for patients who self-pay for health
care services (see SHIPM Chapter 5, Restriction for Self-Pay).

B. When required by law, the disclosure of health information is permitted for:
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1. Occupational Safety and Health Administration (OSHA)/CalOSHA reporting
2. Public Health reporting
3. Workers’ Compensation subpoena

Consult with your legal counsel before developing policies and procedures, or
disclosing health information in response to a Workers’ Compensation subpoena.

C. State entities are permitted to disclose health information internally about a member of
the state entity’s workforce, for the purpose of:

1. Reasonable accommodation and return to work laws

N

Workers’ Compensation laws
OSHA/CalOSHA laws
Legal defense (consult with your legal counsel).

W

V. References

45 C.F.R.

e 8164.512(b)(1)(V)
o §164.512(|)

CA Civil Code

e §856.10(c)

e §856.30

e §1798.24

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Authorizations
SHIPM Chapter 5 — Restriction for Self-Pay

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.3 — Fundraising

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To describe the circumstances under which health information may be used or disclosed
for fundraising purposes.

II. Policy

A valid authorization must be obtained from the patient prior to using or disclosing health
information for fundraising purposes.

lll. Implementation Specifics

State entities cannot use or disclose health information for fundraising activities without
obtaining a valid authorization from the patient.

IV. References

45 C.F.R. § 164.514(f)
CA Civil Code § 1798.24

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Authorizations

VI. Attachments

None
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Chapter:

2 — Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.4 — Health Oversight

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To provide guidance regarding uses or disclosures of health information for health
oversight purposes.

II. Policy

Health information is permitted to be used by, and disclosed to government agencies that
are legally authorized to conduct health oversight activities, if such activities are necessary
for the appropriate operation and management of programs, and other functions involving
the provision of health care or health care related services.

lll. Implementation Specifics

A. State entities are responsible to:

Understand what constitutes health oversight activities, and how to respond to
requests for health information by other agencies for this purpose.

Limit disclosure of health information to the minimum necessary for the stated
health oversight purpose.

Be prepared to address health information privacy concerns of other state entities
when requesting health information.

Require reasonable evidence and/or legal authority in the forms listed below:

1.

a.

b.
C.
d

A written statement of identity on agency letterhead
An identification badge
Similar proof of official status, or

Written request provided on agency letterhead describing legal authority for
release of health information.

Understand that health oversight agency representatives will be required to provide
verification of both identity and authority when requesting health information for
authorized oversight activities.
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B. Permitted uses. A state entity that is also a health oversight agency may use health
information (internally) for health oversight activities.

C. Permitted disclosures. Health information may be disclosed to a health oversight
agency, without an authorization, for authorized oversight activities (examples include,
but are not limited to, audits, licensure or disciplinary actions).

D. Exceptions to permitted disclosures to health oversight agencies. A health oversight
activity does not include an investigation or other activity in which the patient is the
subject of the investigation or activity, when it is not a direct result of, or directly related
to:

The receipt of health care
A claim for public benefits related to health

Qualification for, or receipt of, public benefits or services when a patient’s health is
vital to the claim for public benefits or services

4. Reporting of child abuse, neglect, or domestic violence (see SHIPM Chapter 2,
Victims of Abuse, Neglect, or Domestic Violence)

5. Payment collection activities related to provision of health care (see SHIPM Chapter
2, Treatment, Payment, and Health Care Operations).

E. Temporary suspension of accounting of disclosures. Health oversight agencies may
request a temporary suspension of a patient’s right to receive an accounting of
disclosures. The temporary suspension must be made in writing, include the reason
why the disclosure would impede the health oversight activities and indicate the time
frame the suspension is required.

For requests made orally, the patient’s right to an accounting will be suspended for no
more than 30 days unless a written request is submitted during that timeframe.

F. Joint activities or investigations. If a health oversight activity is conducted in conjunction
with a public benefits investigation (not related to health), the joint activity or
investigation is considered a health oversight activity (e.g., Social Security Number
fraud involving health treatment and other public benefits such as food stamps, housing
vouchers, etc.).
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G. Notice of Privacy Practices. A state entity that is a business associate, health care
clearinghouse, health care plan, health care provider, or hybrid entity, must state in its
Notice of Privacy Practices, if applicable, that it will disclose health information to health
oversight agencies for health oversight purposes. Some entities are exempt see
SHIPM Chapter 5, Notice of Privacy Practices).

V. References

45 C.F.R.

e 8§164.501

e 8§164.504(e)
e 8164512

e 8§164.512(d)
e 8§164.528
CA Civil Code

e §856.10
e 881798.24 —1798.28
CA Health and Safety Code § 1797.122

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Law Enforcement

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 2 — Treatment, Payment and Health Care Operations (TPO)
SHIPM Chapter 2 — Victims of Abuse, Neglect, or Domestic Violence
SHIPM Chapter 3 — Verification of Identity

SHIPM Chapter 4 — Business Associate Agreement

SHIPM Chapter 5 — Accounting of Disclosures

SHIPM Chapter 5 — Notice of Privacy Practices

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.5 = Judicial and Administrative Proceedings

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To provide guidance regarding the permitted uses and disclosures of health information for
purposes of administrative and judicial proceedings.

. Policy

Health information shall be disclosed in the course of a judicial or administrative proceeding
without a patient authorization if disclosure is compelled, such as in response to a court
order, valid subpoena, or other compulsory legal process.

However, prior to disclosing the information, state entities are responsible for reasonably
attempting to notify the patient who is the subject of the compelled information, if the
notification is not prohibited by law.

Due to the nature, complexity, and sensitivity of this area, state entities should consult with
their legal counsel before disclosing health information in response to subpoenas or when
developing and implementing operational policies and procedures.

Implementation Specifics

A. State entities shall disclose health information to the extent necessary, without an
authorization, after reasonably attempting to notify the patient in writing. State entities
are responsible for maintaining the notification documentation for a minimum of six (6)
years.

B. Health information shall be disclosed under the following circumstances:
1. By a court pursuant to an order of that court.

2. By a party to a proceeding before a court or administrative agency, pursuant to a
subpoena, notice to appear, or any provision authorizing discovery, in a proceeding
before a court or administrative agency.

3. By aboard, commission, or administrative agency pursuant to an investigative
subpoena.

SHIPM (rev 6/2017) 2.2.5 — Judicial and Administrative Proceedings Page 31



Statewide Health Information Policy Manual

4. By an arbitrator or arbitration panel, when arbitration is lawfully requested by either
party, pursuant to a subpoena, in a proceeding before an arbitrator or arbitration
panel.

5. By a search warrant lawfully issued to a governmental law enforcement agency.
6. By the patient or the patient’s representative.

7. When responding to requests otherwise specifically required by law (see SHIPM
Chapter 2, Required by Law and Required Disclosures).

8. When responding to an investigative subpoena issued by a law enforcement entity
(see SHIPM Chapter 2, Law Enforcement).

V. References

45 C.F.R. § 164.512(e)

CA Civil Code

e 856.10(b)

e §1798.24

CA Code of Civil Procedure

e 812826

e §1987

CA Government Code § 11180

CA Health and Safety Code § 123100

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Uses and Disclosures - All

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.6 — Law Enforcement

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To provide guidance regarding the requirements for disclosure of health information for law
enforcement purposes.

II. Policy

Health information may be disclosed, without an authorization from the patient, for law
enforcement purposes to law enforcement officials, provided certain conditions are met.

Due to the nature, complexity, and sensitivity of this area, state entities are encouraged to
consult with their legal counsel before disclosing health information to law enforcement or
developing and implementing operational policies and procedures.

lll. Implementation Specifics

A. State entities are required to disclose health information to law enforcement officials as
follows:

1. A court order or court-ordered warrant, or a subpoena or summons issued by a
judicial officer.

2. A grand jury subpoena.

An administrative request, including an administrative subpoena or summons; a civil

or an authorized investigative demand; or similar process authorized under law

provided that:

a. The information sought is relevant and material to a legitimate law enforcement
inquiry

b. The request is specific and limited in scope to the extent reasonably practicable
in light of the purpose for which the information is sought

c. De-identified information could not reasonably be used
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d. The request, or a separate document, indicates that the requirements (Items
#3, a-c above) have been satisfied

4. Identification and location purposes. State entities are permitted to disclose health
information in response to a law enforcement official’s written or oral requests for
the purpose of identifying or locating a suspect, fugitive, material witness, or missing
person limited to the following information:

Name and address

Date and place of birth

ABO blood type and Rh factor

Social Security Number

Type of injury

Date and time of treatment

Date and time of death (if applicable)

S@e@ ™o a0 T

A description of distinguishing physical characteristics, including height, weight,
gender, race, hair and eye color, presence or absence of facial hair, scars and
tattoos

5. Victims of a crime. When not otherwise required by law, disclosure of health
information in response to a law enforcement official’s written or oral request for
information about a patient who is or suspected to be the victim of a crime is
permitted if:

a. The patient agrees to the disclosure

b. The patient’s agreement cannot be obtained because of incapacity or other
emergency circumstances, provided that all of the following are met:

i. The law enforcement official represents that the information is needed to
determine whether a violation of law by a person other than the victim has
occurred, and that the information is not intended to be used against the
victim,

ii. The law enforcement official represents that immediate law enforcement
activity that depends upon the disclosure would be materially and adversely
affected by waiting until the patient is able to agree to the disclosure, and

iii. The disclosure is in the best interests of the patient as determined by the
entity making the disclosure.
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c. |Ifitis suspected that the patient may be a victim of child abuse or neglect, elder
abuse or neglect, or domestic violence (please see SHIPM Chapter 2, Victims
of Abuse, Neglect, or Domestic Violence).

Decedents. Disclosure of health information to a law enforcement official about a

patient who has died if there is suspicion that death may have resulted from criminal
conduct (see SHIPM Chapter 2, Decedents).

Crime on the premises. Disclosure of health information to a law enforcement

official if there is a reasonable and honest belief that it constitutes evidence of
criminal conduct.

During an emergency. If a state entity that is a covered health care provider is

providing emergency health care in response to a medical emergency that is not on
its own premises, then disclosure of health information is permitted to a law
enforcement official if doing so appears necessary to alert the law enforcement
official to:

a. The commission and nature of a crime

b. The location of such crime or of the victim(s) of such crime, and

c. The identity, description, and location of the perpetrator of such crime.

If the state entity believes that the medical emergency is the result of abuse,

neglect, or domestic violence of the patient in need of emergency health care, see
SHIPM Chapter 2, Victims of Abuse, Neglect or Domestic Violence.

References

45 C.F.R. 88 164.512(f)(1) — (f)(6)
CA Civil Code § 56.10(b)
CA Penal Code 88 1543 — 1545
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V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Judicial and Administrative Proceedings

SHIPM Chapter 2 — Decedents

SHIPM Chapter 2 — Required by Law and Required Disclosures
SHIPM Chapter 2 — Victims of Abuse, Neglect, or Domestic Violence
SHIPM Chapter 2 — Minimum Necessary

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.7 — Marketing

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

For guidance regarding the uses and disclosures of health information for marketing
purposes.

II. Policy
State entities cannot use or disclose health information for marketing purposes.
Enforcement agencies are responsible for ensuring that health information obtained from

state entities is not used or disclosed for marketing purposes, unless a valid, written
authorization has been obtained from the patient.

lll. Implementation Specifics

A. Policies and procedures. Enforcement entities are responsible for maintaining policies
and procedures that outline the details and restrictions of marketing activities.

Though not required, it is a best practice to include this information in the state entity’s
notice of privacy practices (see SHIPM Chapter 5, Notice of Privacy Practices).

B. Guidance to enforcement entities. Health information obtained from state entities may
not be used or disclosed for marketing purposes without a valid, written authorization
from the patient.

A valid authorization for marketing must contain the following information:
1. The fact that the state entity is receiving a financial benefit from a third party, if
applicable.

2. Adequate descriptions of the intended purposes of the requested uses and
disclosures and the scope of the authorization.

3. A clear statement that the patient may revoke the authorization at any time.

4. It must also comply with the SHIPM Authorization policy (see SHIPM Chapter 2,
Authorizations).
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C. Exceptions to required authorizations. The following are exceptions and do not require
an authorization, because they do not meet the definition of marketing:

1. Refill reminders, or other communications about a drug or biologic currently being
prescribed to a patient. Federal law permits state entities to receive payment for
these communications as long as the amounts received are reasonably related to
the cost of creating the communication and include only the costs of labor, supplies,
and postage to make the communication.

Examples include, but are not limited to:
a. A pharmacy emails a patient of the need to refill their prescription

b. A pharmacy sends a letter to a patient that the patient is running out of refills
and to see their provider for renewal

c. A pharmacy calls a patient to inform them medication is available for pickup

2. General communications that are deemed necessary to promote health without
promoting a particular provider‘s services or products.

3. Communications about government and government-sponsored programs (as long
as they do not include a commercial component).

4. General communications necessary to ensure appropriate treatment for a patient.
Examples include but aren’t limited to:
a. A provider texts a patient to remind the patient to take prescribed medication

b. A pharmacy calls a provider to inform the provider that the patient did not refill
their medication so the provider can determine whether to provide counseling

c. Alab contacts a provider to inform the provider that test results indicate low or
non-existent levels of medication

d. A provider reviews lab results indicating low or non-existent levels of medication
and calls a patient for counseling

D. Business associates. If a business associate (BA) conducts marketing activities, the
business associate agreement must explicitly limit the BA to only communications by
the business associate using health information to those approved by, and on behalf of,
the state entity.
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V. References

VI.

42 U.S.C. § 17936(a)

45 C.F.R.

e §164.316(a)

e 8§164.501

e §164.508(a)(3)

CA Civil Code 88 56.10 — 56.16

Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Authorizations

SHIPM Chapter 2 — Breach and Breach Notification
SHIPM Chapter 4 — Policies and Procedures
SHIPM Chapter 4 — Business Associate Agreement
SHIPM Chapter 5 — Notice of Privacy Practices

Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.8 — Opportunity to Agree or Object

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

|. Purpose

To provide guidance regarding a patient’s opportunity to agree or object to certain uses or
disclosures of his or her health information.

II. Policy

Policies and procedures must be implemented and maintained to allow patients the
opportunity to agree or object to specific uses and disclosures of their health information.

lll. Implementation Specifics

State entities are responsible to inform the patient in advance, if practicable, about their
opportunity to agree or object to uses or disclosures of their health information listed in this
section.

A. Patient’s prior preference. If the state entity knows of a patient’s prior expression of
preference, the state entity must follow that expression. This may involve disclosing
some portion of the patient’s health information but not others, to comply with the
patient’s preferences.

B. Uses and disclosures - with the patient present. If the patient is present for, or
otherwise available prior to, a permitted use or disclosure and has the capacity to make
health care decisions, the state entity may use or disclose the health information if it:

1. Obtains the patient’s agreement
2. Provides the patient with the opportunity to object to the disclosure, and the patient
does not express an objection

3. Reasonably infer from the circumstances, that the patient does not object to the
disclosure

C. Uses and disclosures - when the patient is not present. If the patient is not present, or
the opportunity to agree or object to the use or disclosure cannot practicably be
provided because of the patient's incapacity or an emergency circumstance, the state
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entity may determine whether the disclosure is in the best interests of the patient and, if
so, disclose the minimum necessary that is directly relevant to the person's or entity’s
involvement with the patient's care or payment related to the patient's health care or
necessary for notification purposes.

A state entity may use its experience with common practice to make reasonable
inferences of the patient's best interest in allowing a person to act on behalf of the
patient to pick up filled prescriptions, medical supplies, X-rays, or other similar forms of
health information.

D. Disclosure for facility directories. State entities are responsible for informing patients
they may be included in a facility directory, how the directory may be used, and the
persons to whom the state entity may disclose the health information in the directory.
Any of the following may be used to maintain a directory of patients in a health care
facility:

1. The patient's name
2. The patient's location in the facility

3. The patient's condition described in general terms that does not communicate
specific health information about the patient

4. The patient's religious affiliation. If a patient provides such information, the state
entity may release that information only to clergy members and not to other
persons. A state entity must provide patients with the opportunity to prohibit or
restrict some or all of these uses or disclosures

5. In emergencies. Patients may not be able to object because they are incapacitated
or receiving emergency treatment. If the opportunity to object cannot practicably be
provided because of patient incapacitation or receipt of emergency treatment, the
state entity may use or disclose health information for the facility's directory, if such
disclosure is either of the following:

a. Consistent with a prior expressed preference of the patient, if any, that is known
to the state entity

b. Itisin the patient's best interest as determined by the state entity

The state entity must inform the patient and provide an opportunity to object to uses
or disclosures for directory purposes when it becomes practicable to do so.

E. Involvement in the patient's care and for notification purposes. A state entity may
disclose to a family member, other relative, close personal friend of the patient, or any
other person identified by the patient, the health information directly relevant to such
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person's involvement with the patient's health care, or payment related to the patient's
health care.

1. A state entity may use or disclose health information to notify, or assist in the
notification of (including identifying or locating), a family member, a representative
of the patient, or another person responsible for the care of the patient of the
patient's location, general condition, or death.

2. If the patient is deceased, such uses or disclosures may be made unless doing so is
inconsistent with any prior expressed preference of the patient that is known to the
state entity. A power of attorney or other legal relationship to a patient is not
necessary for these disclosures.

3. State entities are not required to verify the identity of relatives or other persons
involved in the patient’s care. However, it is recommended that state entities
confirm with the patient that he or she authorizes disclosing health information while
the other person is present.

F. For disaster relief purposes. A state entity may use or disclose health information to a
public or private entity, authorized by law or its charter to assist in disaster relief efforts,
to notify or assist in the notification of the patient’s location, general condition, or death
to any of the following persons:

1. A family member
2. A patient representative

3. Another person responsible for the patient’s care

G. Documentation retention. Patients may be informed of, and may agree or object to the
proposed use or disclosure orally, but any prohibition or restriction by patients must be
documented and maintained for at least six (6) years.

IV. References

45 C.F.R.
e §164.510

e §164.514(h)
e §164.530()
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V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Public Health Activities

SHIPM Chapter 2 — Required by Law and Required Disclosures
SHIPM Chapter 2 — Research

SHIPM Chapter 2 — Victims of Abuse, Neglect, or Domestic Violence
SHIPM Chapter 2 — Mental Health Records

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 2 — Patient’s (Personal) Representatives

SHIPM Chapter 3 — Verification of Identity

SHIPM Chapter 4 — Waiver of Rights Related to HIPAA Compliants
SHIPM Chapter 5 — Restriction for Self-Pay

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.9 — Organ Procurement

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

Purpose

To describe the permitted uses and disclosures of health information for organ procurement
purposes.

. Policy

A patient’s health information may be disclosed, without an authorization, to a coroner,
medical examainer, forensic pathologist, or organ or tissue banks, upon request, for the
purpose of facilitating organ, eye, tissue donation or transplantation.

Implementation Specifics

A.

State entities must disclose without delay health information of the deceased donor to a
coroner, medical examiner, or forensic pathologist upon request for either of the
following:

1. For the purpose of organ or tissue donation

2. Upon notification or investigation of imminent deaths that may involve organ or
tissue donation

State entities may disclose health information to organ procurement or tissue bank
organizations processing the tissue of a donor for transplantation into the body of
another person. However, only the donor’s information may be disclosed for the
purpose of aiding the transplant.

. State entities that are acute care hospitals, may disclose health information to next of

kin of a deceased person to notify them of the option for organ donation.
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References

45 C.F.R. § 164.512(h)

CA Civil Code

e 8§856.10(b)(8)

e §56.10(c)(13)

e §1798.24(i)

CA Health and Safety Code
e §1644

e §7151.15

e 887181 -7184.5

Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Decedents

Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.10 — Public Health Activities

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose
To provide guidance regarding disclosures of health information to public health authorities.

Policy

Health information must be disclosed to public health authorities, without a patient’s
authorization, when required by law.

Health information may be disclosed for public health activities, without the patient’s
authorization, when the reason for the disclosure is related to the purpose for which the
information was collected and under the circumstances outlined under “Implementation
Specifics.”

Implementation Specifics

A. State entities may disclose health information to public health authorities who are legally
authorized to receive such reports to prevent or control disease, injury, or disability. This
includes, but is not limited to, any of the following:

1. The reporting of a disease or injury
2. Reporting vital events, such as births or deaths

3. Conducting public health surveillance, investigations, or interventions

B. State entities that are public health authorities may use and disclose health information
for public health purposes, if specifically authorized by law.

C. Health information may be disclosed as needed to notify a person that (s)he has been
exposed to a communicable disease, or is at risk of contracting or spreading a disease
or condition, if the state entity is legally authorized to do so to prevent or control the
spread of the disease.
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D. Verification of identity. State entities are responsible for verifying public health
authorities’ status and identity (see SHIPM Chapter 3, Verification of Identity).

E. Minimum Necessary. State entities are responsible for reasonably limiting the health
information disclosed for public health purposes to the minimum necessary to
accomplish the intended purpose (see SHIPM Chapter 2, Minimum Necessary).

However, state entities are not required to make a minimum necessary determination
for public health disclosures that are made pursuant to a patient’s authorization or for
disclosures that are required by law.

F. Accounting of disclosures. State entities are responsible to document, track and
maintain information concerning disclosures of health information. This tracking must
document what, when, why and to whom disclosures are made (see SHIPM Chapter 5,
Accounting of Disclosures).

References

45 C.F.R

e §164.502(b)
e 8§164.512(b)
e §164.514(h)
CA Civil Code

e 8§56.10(c)

e §56.10(c)(14)
e 8§1798.24

Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Victims of Abuse, Neglect, or Domestic Violence
SHIPM Chapter 2 — Law Enforcement

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 3 — Verification of Identity

SHIPM Chapter 5 — Accounting of Disclosures

SHIPM Chapter 5 — Notice of Privacy Practices

Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.11 — Required by Law and Required Disclosures

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

|. Purpose

To provide guidance regarding required uses or disclosures of health information, which
are mandated by federal or state law.

II. Policy

Health information must be disclosed when required by state or federal law, and limited to
the extent required by law.

lll. Implementation Specifics

A. State entities are responsible for identifying laws and regulations that require
disclosures of health information, and limiting any uses or disclosures only to what is
necessary to comply with the law.

B. Prior to disclosure of health information, state entities are responsible to verify the
identity and authority/credentials of the requestor (see SHIPM Chapter 3, Verification of
Identity).

C. For state entities that are business associates, health care clearinghouses, health care
plans, health care providers, or hybrid entities, disclosures are required under any of the
following circumstances:

1. When oversight requires health information to determine compliance with the
Privacy Rule.

2. By court order.
By a board, commission, or administrative agency for adjudication.

4. By a warrant, subpoena, or summons issued by the court. This includes a subpoena
to produce evidence, a notice to appear which has been served, or any provision
authorizing discovery in a proceeding before a court or administrative agency.

5. By a board, commission, or administrative agency pursuant to an investigative
subpoena.
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6. By an arbitrator or arbitration panel, to produce specific documentation, in a
proceeding before an arbitrator or arbitration panel.

7. By a search warrant issued to a law enforcement agency.

8. By the patient or the patient's representative.

9. By a coroner, medical examiner, or forensic pathologist, when requested in the
course of an investigation by the coroner's office to identify a deceased person,
determine cause of death, or other duties approved by law.

10. To the U.S. Department of Health and Human Services (HHS), when disclosure is
required to investigate and determine a state entity’s compliance with HIPAA, with
disclosure limited to information pertinent to determine compliance.

11. When otherwise specifically required by law.

. Special requirements. State entities are responsible to follow special procedures

regarding the following disclosures:

1. About victims of abuse, neglect, or domestic violence

2. For judicial/administrative proceedings/subpoena

3. For law enforcement purposes

See SHIPM Chapter 2, Victims of Abuse, Neglect, or Domestic Violence; Judicial and

Administrative Proceedings; and Law Enforcement, regarding uses and disclosures for
these required disclosures.

. Minimum necessary. When the law requires a use or disclosure, the HIPAA minimum

necessary rule does not apply. However, a best practice is to limit uses and disclosures
to the information requested that is relevant and material to the inquiry.

References

45 C.F.R. § 164.502
CA Civil Code 8§ 56.10

Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Victims of Abuse, Neglect, or Domestic Violence
SHIPM Chapter 2 — Judicial and Administrative Proceedings

SHIPM Chapter 2 — Law Enforcement
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SHIPM Chapter 2 — Specially Protected Information
SHIPM Chapter 3 — Verification of Identity

VI. Attachments

None

SHIPM (rev 6/2017) 2.2.11 — Required by Law and Required Disclosures Page 50



Statewide Health Information Policy Manual

Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.12 — Research

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To describe the permitted uses and disclosures of protected health information for research
purposes.

. Policy
A patient’s health information may be disclosed without a patient authorization for purposes
of research, under specific circumstances described below.

Due to the nature, complexity, and sensitivity of this area, state entities are advised to
consult with their legal counsel before disclosing health information for research purposes
or developing and implementing operational policies and procedures.

Implementation Specifics

A. Use and disclosure without patient authorization. State entities are permitted to disclose

health information to the University of California, a nonprofit educational institution, or in
the case of education-related data - another nonprofit entity, conducting scientific
research, if the request is approved by either of the following:

1. By the California Health and Human Services Agency (CHHS) Committee for the
Protection of Human Subjects

2. By a legally authorized institutional review board (IRB)

. Use of de-identified information. A patient’s health information that has been de-

identified may be used or disclosed for research purposes (see SHIPM Chapter 2, De-
identification).

. Use of a limited data set. A patient’s health information that is part of a limited data set

may be used or disclosed for research purposes, if the state entity enters into a data
use agreement with the recipient of the health information (see list in SHIPM Chapter 2,
De-identification).

For this policy, a data use agreement is defined as an agreement entered into by a
covered entity and a researcher, pursuant to which the covered entity may disclose a
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limited data set of health information to the researcher for research, public health, or
health care operations.

D. Accounting of disclosures. Upon request by the patient, state entities are responsible
for providing an accounting of disclosures related to research for the six (6) years prior
to the request (see SHIPM Chapter 5, Accounting of Disclosures).

V. References

21 C.F.R. Parts 21, 50, and 56
45 C.F.R.

§ 164.508(c)

§164.512

§164.514

8 164.528

CA Civil Code

e 856.10(c)(7)

e §1798.24(t)

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Privacy
SHIPM Chapter 5 — Accounting of Disclosures

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.13 — Specialized Government Functions

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To provide guidance regarding the permitted uses and disclosures of health information for
specialized government functions.

II. Policy

Health information may be disclosed, without a patient authorization, when the use or
disclosure involves, or is related to, a specialized government function defined below.

lll. Implementation Specifics

A. State entities are permitted to disclose health information, without patient authorization,
for any of the following specialized government functions:

1. Correctional institutions and other law enforcement custodial situations. If the

disclosure of health information is made to authorized correctional or law
enforcement officials with lawful custody of the patient, and the health information is

needed, according to the law enforcement official or representatives of the
correctional institution, to do any of the following:

a.
b.
C.

Provide health care to the patient

Ensure the health and safety of the patient or other inmates

Ensure the health and safety of officers, employees, or others at the
correctional institution

Ensure the health and safety of individuals responsible for transporting or
transferring of patient inmates from one institution, facility, or setting to another
Enforce the law on the premises of the correctional institution

Administer and maintain the safety, security, and good order of the correctional
institution
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2. Government programs providing public benefits. Health information is permitted to
be disclosed when the disclosure is related to the purpose for which the information
was collected, and any of the following:

a. The state entity is a health care plan that is a government program

b. The disclosure is to another entity administering a government program
providing public benefits

c. The disclosure is required or expressly authorized by law, and
I.  The disclosure is the sharing of eligibility or enrollment information

ii. Is required for the maintenance of information in a single or combined data
system accessible to both government agencies

3. Government agencies administering a government program providing public
benefits. Health information is permitted to be disclosed when the disclosure is
related to the purpose for which the information was collected, and any of the
following:

a. The state entity is a covered entity administering a government program
providing public benefits

b. The disclosure is to another covered entity that is a government agency
administering a government program providing public benefits

c. Both programs serve the same or similar populations

The disclosure is necessary to coordinate HIPAA covered functions of the
programs, or to improve administration and management relating to the
programs covered functions

4. Military and veterans activities. Disclosure of health information of armed forces
personnel is permitted, if upon separation or discharge from military service,
disclosure is made by a component of the Departments of Defense or Homeland
Security to provide information to the Department of Veterans Affairs (DVA) to
determine eligibility for benefits.

5. National security and intelligence activities. If the disclosure of health information is
made to authorized federal officials conducting lawful intelligence, counter
intelligence and other national security activities authorized by the National Security
Act, and the disclosure is any of the following:
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a. Required by law
b. Compelled due to circumstances affecting the health or safety of an individual
c. Compelled through subpoena or warrant

6. Protective services for the President and others. If the disclosure of health
information is made to authorized federal officials to protect the President and other
persons, including foreign heads of state, or to conduct investigations authorized by
United States Code, and the disclosure is any of the following:

a. Required by law
b. Compelled due to circumstances affecting the health or safety of an individual
c. Compelled through subpoena or warrant

B. State entities are responsible to verify the identity of federal officials or correctional and
law enforcement representatives (see SHIPM Chapter 3, Verification of Identity).

C. State entities are responsible for ensuring that only the minimum amount of health
information necessary to achieve the purpose is disclosed (see SHIPM Chapter 2,
Minimum Necessary).

D. Accounting of disclosures. State entities are responsible to document, track and
maintain information concerning disclosures of health information. This tracking must
document what, when, why and to whom disclosures are made (see SHIPM Chapter 5,
Accounting of Disclosures).

V. References

18 U.S.C.
e 8871

e §879

e §3056

22 U.S.C. § 2709(a)(3)

50 U.S.C. § 401

45 C.F.R.

e §164.500(C)

e §164.501

e §164.512())

e §8164.512(k)(1) — (K)(6)
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e §164.514(h)
CA Civil Code

e §56.10

e §56.10(c)(14)
e §1798.24
Executive Orders
e 12333
Foreign Services Act
e §101(a)4)

e §101(b)(5)

o §504(t)

e 8904

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Law Enforcement

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 2 — Organ Procurement

SHIPM Chapter 2 — Required by Law and Required Disclosures

SHIPM Chapter 2 — Treatment, Payment and Health Care Operations (TPO)
SHIPM Chapter 3 — Verification of Identity

SHIPM Chapter 5 — Accounting of Disclosures

SHIPM Chapter 5 — Notice of Privacy Practices

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.14 — Treatment, Payment and Health Care Operations (TPO)

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To provide guidance regarding uses or disclosures of health information for the purposes of
treatment, payment, or health care operations (TPO).

. Policy

Health information may be used or disclosed, without a patient authorization, to facilitate
TPO when it is collected for the purpose of providing health care services.

Health information may NOT be used or disclosed, without a patient authorization, for TPO
if it was collected for another purpose, not related to health care services.

Implementation Specifics

Health information may be used or disclosed, without a patient authorization, to facilitate
TPO when it is collected for the purpose of providing health care services, as detailed
below:

A. State entities may use and disclose health information to a covered entity, business
associate, health care clearinghouse, health care plan, health care provider, or hybrid
entity, without a patient authorization for TPO activities as follows:

1. For treatment. State entities may disclose health information for either of the
following:
a. The provision, coordination, or management of health care and related services
among health care providers, consultation between providers regarding a
patient, or patient referrals from one provider to another.

b. Its own treatment activities and the treatment activities of another health care
provider.
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2.

3.

For payment. State entities may use health information for their own payment
activities and may disclose health information for the payment activities of the entity
(entities described in 1ll.A. above) receiving the information, as follows:

To an insurer, employer, health care service plan, hospital service plan, employee
benefit plan, governmental authority, business associate, or any other person or
entity responsible for paying for health care services including a person or entity
that provides billing, claims management health data processing, or other
administrative services to health care providers, health care service plans, or any of
the persons or entities specified above to the extent necessary to allow
responsibility for payment to be determined and made.

For health care operations. State entities may use health information for health
care operations and may disclose health information to another entity (entities
described in 11l.A. above) if both of the following are met:

a. Each entity has or had a treatment relationship with the patient who is the
subject of the requested health information

b. The health information pertains to that treatment relationship, and the
disclosure is for one of the following purposes:

i.  Conducting quality assessment and improvement activities
ii. Evaluating provider performance
iii. Health care fraud and abuse detection or compliance

. Additional restrictions exist when sharing health information between state entities.

State entities may use and disclose health information, without a patient authorization,
for TPO to another state entity only if necessary for the other state entity to perform
constitutional or statutory duties compatible with providing health care services.

References

45 C.F.R.

§ 164.501
§ 164.506
8§ 164.506(c)(1) — (c)(4)

CA Civil Code

§56.10
§1798.24
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V. Related Policies

SHIPM Chapter 1 - CalOHII Authority

SHIPM Chapter 2 - Authorizations

SHIPM Chapter 2 - Law Enforcement

SHIPM Chapter 2 - Opportunity to Agree or Object

SHIPM Chapter 2 - Required by Law and Required Disclosures
SHIPM Chapter 2 - Victims of Abuse, Neglect or Domestic Violence
SHIPM Chapter 2 - Minimum Necessary

SHIPM Chapter 2 - Patient’s (Personal) Representatives

SHIPM Chapter 5 - Notice of Privacy Practices

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.15 - Underwriting

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

Purpose

To provide guidance regarding when health information can be used or disclosed for
underwriting purposes, without the patient’s permission (authorization or consent).

. Policy

Health information obtained for underwriting activities may only be used or disclosed for
that purpose.

A state entity that is an enforcement or oversight agency must require business associates,
health care plans, or health care providers to comply with this policy.

Implementation Specifics

At a minimum, state entities are responsible to do all of the following:

A.

Ensure that health information obtained during the underwriting process (including
premium rating or other activities relating to the creation, renewal, or replacement of a
contract of health insurance or health benefits) is not used for any other purpose if the
patient’s application for coverage is not approved.

The health plan may only use or disclose the obtained health information for the
intended underwriting purpose, or as may be required by law.

Limit the use of health information, with respect to genetic information obtained for
underwriting purposes, to determinations of health appropriateness or when a patient
seeks a benefit.

State entities are prohibited from disclosing the health, medical, or genetic history of the
patient to any financial or credit institution.

. State entities that are business associates, health care clearinghouses, health care

plans, health care providers, or hybrid entities must implement policies and procedures
to limit the health information disclosed to the amount reasonably necessary to achieve
the purpose for the disclosure.
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F. Any use or disclosure of information obtained during the underwriting process that is
made on a routine and recurring basis, and which is allowed by state or federal law or
regulations, must conform to the minimum necessary standards.

V. References

45 C.F.R.
e §164.502

o §§164.502(a)(5)(i) - (a)(5)(i)(B)
e §164.502(h)

e §8164.506(a) - (C)

e §164.514(d)(3)()

e §164.514(q)

42 U.S.C. § 2000ff-5

CA Civil Code § 56.265

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Genetic Information

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.2.0 — Uses and Disclosures

2.2.16 — Victims of Abuse, Neglect, or Domestic Violence

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To describe the permitted uses and disclosures of health information for victims of abuse,
neglect, or domestic violence.

II. Policy

Health information may be disclosed, without the patient’s authorization, to a government
authority authorized by law to receive reports when it's reasonably believed that the patient
is the victim of abuse, neglect, or domestic violence.

lll. Implementation Specifics

A. State entities may disclose health information, without a patient authorization, under any
of the following circumstances:

1. To the extent the disclosure is required by law
2. If the victim agrees to the disclosure

3. To the extent the disclosure is expressly authorized by law, and either of the
following:

a. When the state entity determines the disclosure is necessary to prevent serious
harm to the patient or other potential victims

b. The patient is unable to agree due to incapacity; and both of the following are
met:

i. A law enforcement or other public official, authorized to receive the report,
represents that the health information is not intended to be used against the
patient, and

ii. The law enforcement or other public official, authorized to receive the
report, represents that an immediate enforcement activity that depends
upon the disclosure would be materially and adversely affected by waiting
until the patient is able to agree to the disclosure.
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4. To Disability Rights California, if the disclosure is necessary for Disability Rights
California to exercise its authority to investigate incidents of abuse of neglect of
people with disabilities.

B. State entities that make a disclosure permitted above must promptly inform the patient
or the patient’s representative that such a report has been or will be made, unless either
of the following:

1. The state entity determines that informing the patient would place the patient at risk
of serious harm.

2. The report would be made to the patient’s representative, and the state entity
determines the patient’s representative may be responsible for the abuse, neglect,
or other injury, and that informing such person would not be in the best interests of
the patient.

C. State entities are responsible for documenting, tracking and accounting for all
disclosures of health information involving victims of abuse, neglect or domestic
violence. Documentation must be keep for a minimum of six (6) years (see SHIPM
Chapter 5, Accounting of Disclosures).

V. References

45 C.F.R. § 164.512(c)

CA Civil Code

e 856.05(e)

e §56.10(c)

e 8§56.104(e)(3)

e §1798.24

e §1798.24(b)(4)(A)

CA Health and Safety Code § 124250(a)(1)

CA Welfare and Institutions Code 88 5510(a)(1) — (3)

SHIPM (rev 6/2017) 2.2.16 — Victims of Abuse, Neglect, or Domestic Violence Page 63



Statewide Health Information Policy Manual

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Law Enforcement
SHIPM Chapter 5 — Accounting of Disclosures

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2 - Uses and Disclosures

2.2.17 — Health Information Exchange (HIE)

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes X No [J

|. Purpose

To explain the permitted uses and disclosures of health information for health information
exchange (HIE) purposes.

II. Policy

A valid written contract or other written agreement must be agreed to and implemented
between organizations prior to using, disclosing, moving, or storing health information for
health information exchange purposes.

lll. Implementation Specifics

Health information exchange is necessary and beneficial within a standardized framework
that protects the privacy of health information and the security of data being exchanged.

A. A state entity that uses or discloses health information as part of a HIE, must comply
with all SHIPM policies pertaining to specially protected health information, as well as its
own policies and those of the CA Information Security Officer (CISO).

B. If the state entity is engaging in health information exchange with:

1. One other organization. A state entity must enter into a written contract or other
written agreement with the organization with which it intends to exchange
information. At a minimum, the agreement must address all of the following:

a. The minimum requirements of a valid business associate agreement (BAA) to
fulfill all of the requirements and obligations of a business associate (BA) in
regards to the privacy, security, and administrative activities relating to health
information (see SHIPM Chapter 4, Business Associate Agreement)

i. If the contracting entity and organization are both government entities, the
entity can fulfill the agreement requirement with a memorandum of
understanding that contains terms that accomplish the objectives of a BAA.
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ii. If the contracting entity is a group health plan and the organization is a plan
sponsor, the written agreement must ensure the organization safeguards
electronic health information created, received, maintained, or transmitted to
or by the plan sponsor on behalf of the group health plan, and that the group
health plan’s plan documents address the same safeguards and protections
for electronic health information as for any other health information shared
with the sponsor.

b. The scope of the organization‘s services and functions

c. The uses, disclosures, and any further disclosures of health information the
organization is permitted or required to make when it has received the
information

d. The safeguards the organization will implement to protect the privacy and
security of health information

e. If the organization is required by law to perform a function for or provide a
service to the state entity, the entity may proceed to disclose electronic health
information to the organization to the extent necessary to comply with the legal
mandate without a written agreement, as long as the state entity attempts in
good faith and documents its efforts to obtain assurances that the organization
will protect and treat as confidential the information shared

2. A health information organization (HIO). The state entity must enter into a written
contract or other written agreement with the HIO providing health information
exchange oversight and services and the HIO’s participating entities.

Examples of types of organizations that require such agreements include Regional
Health Information Organizations, e-prescribing Gateways, and any vendor that
contracts with a state entity to allow that state entity to offer personal health data to
patients as part of its electronic health record.

At a minimum, the agreement must address all of the following:
a. The minimum requirements of an adequate BAA
b. The scope of the HIO's governance, services and functions

c. The use, disclosure, and any further disclosure of health information the HIO
and its participating entities are permitted or required to make as they create,
receive, move, transmit, store, or maintain electronic health information
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d. The safeguards the HIO and its participating entities will implement to protect
the privacy and security of the electronic health information

e. Inthe context of a networked HIO environment, the entity may enter into a
single, multi-party BAA with multiple entities or organizations participating in the
exchange of health information

3. An organization consisting of multiple HIOs. The state entity must enter into a
written agreement with any HIOs providing health information exchange services
along with their participating entities.

At minimum, the agreement must address all the following:
a. The minimum requirements of an adequate BAA
b. The scope of the multi-HIO’s governance, services, and functions

c. The use, disclosure, and further disclosures of health information the multi-HIO
and its participating HIOs and entities are permitted or required to make as they
create, receive, move, transmit, store, or maintain electronic health information

d. The safeguards the multi-HIO and its participating HIOs and entities will
implement to protect the privacy and security of the electronic health
information

e. Inthe context of a networked multi-HIO environment, state entities are required
to use the California Data Use and Reciprocal Support Agreement (CalDURSA)
as its written agreement with the multi-HIO organization, or a written agreement
with all the same elements as the CalDURSA. Please use the attached
CalDURSA document

State entities participating in health information exchange with a single HIO are
encouraged, but not required, to use the CaIDURSA as its written agreement
where applicable.
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V. References

42 U.S.C.

e 817901

e 817938

45 C.F.R.

e 8§164.304(e)(3)(i)

e 8§164.308(b)

e 88164.314(a) — (b)
e 88164.502(e)(1) - (2)
e 88164.504(e) — (f)
CA Civil Code

e 856.10(a)

e §856.11

e 856.37(a)

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Privacy

SHIPM Chapter 3 — Security

SHIPM Chapter 4 — Business Associate Agreement
SHIPM Chapter 4 — Health Information Organizations
SHIPM Chapter 5 — Notice of Privacy Practices

VI. Attachments

Yes - California Data Use and Reciprocal Support Agreement (CalDURSA), dated July 24,
2014
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Chapter: 2 - Privacy

Section: 2 - Uses and Disclosures

2.2.18 — Hybrid Entities

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

Purpose

To provide guidance regarding requirements of state entities that self-designate as Hybrid
Entities.

. Policy

Policies and procedures must be implemented and maintained which outline the
requirement for Hybrid Entities to create and maintain adequate “firewalls” or separation
between covered and non-covered health care components within their organization.

Implementation Specifics

State entities that are Hybrid Entities have business activities that include HIPAA covered
functions and non-covered functions. Any patient health information collected and used by
the covered function portion of the organization cannot be used or shared with the non-
covered portion of the organization, even if a single employee has duties in both areas.

A. Written Declaration of Hybrid Entity Status. State entities must declare in writing that
they are a Hybrid Entity and must declare which components/portions of their
organization are covered under HIPAA. The designations must be in writing as part of
the state entity’s policies and procedures. It is recommended that the state entity also
publish the designation on its website. The state entity must designate in writing all
portions of the organization that meet the definition of covered entity and business
associate.

B. Inventory and Location/Movement of Health Information. To ensure separation between
covered and non-covered components, Hybrid Entities must:

1. Determine what health information and document the location of health information
as well as where it moves within the organization at least once per year.

2. Assess which workforce members have roles that require them to have access to
health information. Ensure those workforce members do indeed work in areas the
organization has designated as covered.
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C.

3. Train all workforce members in the covered portions of the organization, to prevent
access by staff of non-covered portions.

Implement and Maintain Policies and Procedures. State entities that are Hybrid Entities
must implement and maintain policies and procedures outlining the specific methods by
which they will protect patient health information within their organizations, including
methods to inventory the location and movement of protected health information and
how they will separate covered and non-covered components.

. Separation between Covered and Non-Covered Components. State entities must create

an adequate “firewall” and separation between covered and non-covered health care
components within the organization in that patient health information that is collected
and used by the covered component may not be disclosed to or used by the non-
covered component. To satisfy this, the following are required:

1. Health information stored in the covered portion of an organization cannot be
available or viewable by workforce members in the non-covered portion of the
organization.

2. If a single workforce member has duties in both covered and non-covered portions
of the organization, they cannot use the health information they obtain during their
duties in the covered portion of the organization for their duties in the non-covered
portion.

3. Documentation of who is designated to have access to what health information and
for what purpose must be maintained for six (6) years.

Any risks associated with the separation of covered and non-covered components of
the organization and the movement of protected health information between these
components must be considered and documented in the organization’s risk analysis.

IV. References

45 C.F.R.

§ 164.103
§ 164.105
§ 164.314
§ 164.316
§ 164.504
§ 164.530
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V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 4 — Business Associate Agreement

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.3.0 — Specially Protected Information

2.3.1 — Genetic Information

Review Date: 06/01/2016 | Revision Date: 06/01/2016 Attachments: Yes [ No

|. Purpose

To provide guidance regarding the use or disclosure of genetic information for underwriting
purposes.

II. Policy

Except for a health care plan that is an issuer of a long-term care policy where the policy is
not a nursing home fixed indemnity policy, genetic information shall not be used by health
care plans for underwriting purposes.

Underwriting does not include determination of medical appropriateness when a patient is
seeking a benefit under a health care plan, coverage, or policy.

lll. Implementation Specifics

A. State entities that are health care plans, including hybrid entities that have a health care
plan component, shall not collect or use genetic information to enroll individuals in a
plan, or disclose genetic information to a third party administrator (TPA) or another state
entity for underwriting purposes.

Exception to the prohibition: Issuers of long-term care policies in which an employee
welfare benefit plan provides health benefits to employees of two or more employers.

Note: This is a discrete exception which is unlikely to apply to many state entities.

B. State entities that are group health care plans and health insurance issuers may not
adjust premiums or contribution amounts for a plan, or any group of similarly situated
individuals under the plan, based on genetic information alone without manifestation of
any disease or disorder of one or more individuals in the group.
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V. References

45 C.F.R.
e §160.103

o §164.502(a)(5)(i)
CA Civil Code § 56.17

CA Health and Safety Code § 124980(j)

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority
SHIPM Chapter 2 — Research
SHIPM Chapter 2 — Underwriting

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.3.0 — Specially Protected Information

2.3.2 — HIV/AIDS Information

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

|. Purpose

To provide guidance on the uses and disclosures of human immunodeficiency virus (HIV)
or acquired immunodeficiency syndrome (AIDS) information.

II. Policy

Information about HIV or AIDS is a type of specially protected health information and must
be protected, used, or disclosed only as allowed by law.

Due to the complexity and potential consequences related to HIV/AIDS information, state
entities are encouraged to consult with their legal counsel prior to developing and applying
operational policies and procedures governing the use and disclosure of HIV/AIDS
information.

ll. Implementation Specifics

A. State entities are responsible for doing all of the following:

1. Know and comply with any state or federal restrictions on disclosures of HIV/AIDS
information.

2. State entities that are permitted by law to use and disclose HIV/AIDS information for
public health or criminal investigative purposes are responsible to know and follow
any specific departmental policies authorizing the use and disclosure.

3. Develop and_implement policies and procedures regarding the collection, use
and/or disclosure of public health records containing HIV/AIDS information.

4. Develop and implement policies and procedures regarding the disclosure of
HIV/AIDS test results.
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B. With a patient authorization. State entities may use and disclose HIV/AIDS information
as described in the written patient authorization.

Written authorization is required for each separate disclosure of HIV/AIDS test results,
except for those disclosures that do not require an authorization, as described in
Section III.C - below.

C. Without a patient authorization. State entities are permitted to disclose HIV/AIDS test
results to any of the following:

1. To the patient or the patient’s representative.

2. To the patient’s health care provider who provides direct patient care and treatment.
3. Health care plans and insurance entities are not included in the SHIPM health care

provider definition. So, disclosures to health care plans and insurance entities for
this purpose are not permitted without a patient authorization.

4. To a health care provider who procures, processes, distributes, or uses a donated
human body part.

5. To a designated officer of an emergency response organization regarding possible
exposure to HIV or AIDS.
However, the disclosure is only permitted to the extent necessary to comply with the
provisions of the federal Ryan White Comprehensive AIDS Resources Emergency
Act of 1990.

D. Minimum necessary. Disclosures must include only the information necessary for the
purpose of that disclosure and the receiver must agree the information will be kept
confidential and not further disclosed without a written authorization.

E. Notice of Privacy Practices. State entities that disclose HIV/AIDS test results
information must reference how this information will be used or disclosed, and provide
an example in the Notice of Privacy Practices (see SHIPM Chapter 5, Notice of Privacy
Practices).
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V. References

Public Law 101-381

42 U.S.C. § 201

45 C.F.R.

e 88164.502(a)(1)(i) — (a)(1)(ii)
e §164.502(b)

e §8164.512(b)(1)

e §164.514(d)

CA Civil Code § 56.05(m)
CA Health and Safety Code
e §120980

e 8120985

e §121010

e 8§121025

V. Related Policies

SHIPM Chapter 1 — CalOHII Authority

SHIPM Chapter 2 — Minimum Necessary

SHIPM Chapter 2 — Treatment, Payment and Health Care Operations (TPO)
SHIPM Chapter 5 — Notice of Privacy Practices

VI. Attachments

None
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Chapter: 2 - Privacy

Section: 2.3.0 — Specially Protected Information

2.3.3 — Mental Health Records

Review Date: 06/01/2017 | Revision Date: 06/01/2017 Attachments: Yes [ No

Purpose

To provide guidance on the use and disclosure of mental health records to persons or
entities other than the patient who is the subject of the record.

Policy

Mental health records are a type of specially protected health information and may only be
used or disclosed as provided by law.

Psychotherapy Notes and Developmental Services Records are addressed in other SHIPM
policies (see SHIPM Chapter 2, Psychotherapy Notes; and Developmental Services
Records).

Due to the complexity of state requirements related to mental health records, state entities
are encouraged to consult with their legal counsel prior to developing and implementing
operational policies and procedures governing the use and disclosure of mental health
records.

Implementation Specifics

A. With an authorization. State entities may disclose mental health record information with
an authorization from the patient or patient’s representative,

If the information is provided to a county mental health patients’ rights advocate
providing services, the patient or patient’s representative may revoke the authorization
at any time, verbally or in writing.

B. Without an authorization. Without an authorization from the patient or patient’s
representative, a state entity may disclose information from mental health records, but
only the minimum necessary information, under the following circumstances:

1. To inform the patient’s attorney upon verification. Mental health record information
may be disclosed without a written release of information if, in the professional
judgment of the mental health staff, the patient lacks capacity to sign the release.
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2. For coordination of a minor’s care and custody. Mental health record information
may be disclosed to a county social worker, a probation officer, or any other person
who is legally authorized to have custody or care of a minor patient who has been
taken into temporary custody, or is a dependent child or ward of the court or juvenile
court, for the sole purpose of coordinating health care services and medical
treatment, mental health services, or developmental services for the patient.

3. To inform others of patient’s admission to or presence in a treatment facility. If the
patient is unable to authorize the release of information, only information confirming
the patient’s presence in a public or private treatment facility shall be provided upon
request of a family member (spouse, parent, child, or sibling of a patient).

4. To inform others of patient activities in a 24-hour treatment facility. A 24-hour public
or private health facility must make reasonable attempts to notify the patient’s next
of kin, or other person designated by the patient, of the patient’s admission, unless
the patient requests otherwise.

5. In situations with risk of serious harm. A patient’s psychotherapist who believes a
patient presents a serious danger of violence may release mental health record
information to potential victim(s), to law enforcement officials and county child
welfare agencies if the psychotherapist determines the disclosure is needed to
protect potential victims.

6. To protect and advocate for disability rights. Mental health information and records
must be disclosed to Disability Rights California under certain circumstances.

Due to the complexity of state requirements related to Disability Rights California,
state entities are a